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INTRODUCTION
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DRONES SHUTTING DOWN AIRPORTS
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DRONE SIGHTING AT AIRPORT

• Reports of unmanned aircraft (UAS) sightings from pilots, 
citizens and law enforcement have increased dramatically over 
the past two years.

• The FAA now receives more than 100 such reports each month.
• The FAA has levied civil penalties for a number of unauthorized 

flights in various parts of the country, and has many open 
enforcement cases.

Reports of unmanned aircraft (UAS) sightings from pilots, citizens and law enforcement have increased dramatically over the past two years. The FAA now receives more than 100 such reports each month
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DRONES SIGHTINGS AROUND AIRPORTS
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THE PROBLEM WITH DRONE SIGHTINGS AT AIRPORTS

• Altitude capabilities
– The record for the highest drone flight ever was a DJI Phantom 2 that 

was taken up to 11,000 feet*
– More realistic altitude limits 3,000 feet

• Reliability and difficulty with verifying report.
• FAA discusses sightings, but does not include the 124k COA's 

that have already been issued for flights near airports, based on 
a slide at the 2019 FAA Symposium. 
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FINAL NOTE ON DRONE SIGHTINGS AT AIRPORTS

• The Unmanned Aircraft Safety Team (UAST) Drone Sightings 
Working Group released a new report on the Federal Aviation 
Administration’s (FAA) 3,714 drone sightings reports collected 
by flight crews, air traffic controllers and citizens from 
November 2015 to March 2017. The report found that only a 
small percentage of drone reports pose a safety risk, while the 
vast majority are simply sightings.

The full UAST report is here:
https://www.unmannedaircraftsafetyteam.org/2017/12/12/unmanned-aircraft-safety-team-drone-sightings-working-group/



FAA RULES FOR DRONE USE
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CHANGES TO RECREATIONAL DRONE FLYING

• Section 349 of the FAA Reauthorization Act of 2018 describes how, when, 
and where you can fly drones for recreational purposes. Those rules include:
– Fly only for recreational purposes.
– Follow the safety guidelines of a community based organization.
– Fly your drone at or below 400 feet when in uncontrolled or "Class G" airspace.
– Do NOT fly in controlled airspace.*
– Keep your drone within your line of sight.
– Do NOT fly in airspace where flight is prohibited.
– Never fly near other aircraft, especially near airports.
– Never fly over groups of people, public events, or stadiums full of people.
– Never fly near emergencies such as any type of accident response, law enforcement 

activities, firefighting, or hurricane recovery efforts.
– Never fly under the influence of drugs or alcohol.
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*FLYING IN COMMERCIAL AIRSPACE/AIRPORTS

• Two exception to this rule
– The pilot in command receives an airspace authorization for operations 

in controlled airspace through LAANC
– The pilot is flying at a recreational flyer fixed site that has a written 

agreement with the FAA
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CHANGES COMING IN THE RECREATIONAL FLYING LAWS

• The law requires two additional features and requirements:
– Drone operators will be required to pass an online aeronautical 

knowledge and safety test and carry proof of test passage.
– The FAA to issue guidance for how it will recognize community based 

organizations.
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PART 107= SMALL UAS RULE 

• Effective August 29, 2016.
• Generally authorizes the commercial use of 

drones that weigh less than 55 pounds and have 
a maximum speed of 100 miles per hour.

• Significant conditions and limitations, including 
that drones must:
– Remain within 400 feet of the ground
– Only operate during daylight
– Not carry hazardous materials
– Remain within the visual line of sight of the 

operator at all times 
– Not fly over uninvolved persons
– Remain within confined areas
– Only operate where there is at least 3 miles 

of visibility from the control station
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PART 107 – DRONE PILOT

• In order to pilot a drone, the operator must:
– Hold a FAA Remote Pilot Airman Certificate, and
– Pass a TSA background check
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WAIVERS FROM PART 107

• Operations not in compliance must obtain a waiver from the 
FAA
– Some operations within the construction industries would need a waiver.

• Legal Advice is very useful on this issue

• Entities must convince the FAA that the proposed operations are safe 
• Entities can apply for a waiver that allows operations:

– Outside daylight hours (approximately 89% of the waivers granted).
– Beyond visual line of sight of the drone operator (the holy grail).
– Over people.
– In certain areas where drones are not usually permitted.
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REMOTE PILOT IN COMMAND GENERAL RULES

• Ensure UAS meets registration requirements
– .55 to 55 lbs. must be registered

• Make UAS available on command
• Make Documents available on command
• Report accidents within 10 days (>$500)
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OTHER RESTRICTIONS

• Restricted airspace
– The White House
– Military Bases

• Temporary Flight Restrictions (TFR)
– Air Force One
– Natural Disaster (fire)

• Above stadiums in use
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STATE LAWS AND LOCAL ORDINANCES 

• Commercial Restriction over 
flying in public parks

• Interference with emergency 
responders

• Private Property (without 
written permission)

• Public property without 
Special Permit



TECHNOLOGY VENDER'S RESPONSE TO DRONES 
AROUND AIRPORTS
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MARKET PROJECTIONS FOR COUNTER UAS MEASURES

• The Global Counter-UAS Market is growing at a significant rate 
due to rising incidences of security breaches by unknown 
drones and increasing terrorism and illegal activities globally. 

• The Global Counter-UAS Market is forecast to account for 
$2,235.1 Million by 2024.

• The counter-drone technology, also known as cUAS, counter-
UAS, or counter-UAV, refers to systems that are used to 
detect/intercept unmanned aerial vehicles. 
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CONTACTING US AIRPORTS

• Prior to 2016, technology vendors contacted several 
U.S. airports, proposing to conduct demonstrations 
and evaluation of their UAS detection and counter 
measure systems at those airports. 

• Some airport sponsors did not coordinate these 
evaluations with the FAA in advance.
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FAA AUTHORIZATION OF USE OF COUNTER UAS TECHNOLOGY

• On October 26, 2016, the FAA submitted a letter providing guidance on UAS 
Detection and Countermeasures Technology Demonstrations at airports. 

• The United States Congress charged the Federal Aviation Administration 
(FAA), under Section 2206 of Public Law 114-190 (July 15, 2016) to 
“establish a pilot program for airspace hazard mitigation at airports and 
other critical infrastructure using unmanned aircraft detection systems” in 
cooperation with the Department of Defense (DOD), Department of 
Homeland Security (DHS) and other federal agencies. 

• After completion of the pilot program, the FAA “may use unmanned aircraft 
detection systems to detect and mitigate the unauthorized operation of an 
unmanned aircraft that poses a risk to aviation safety.”
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FAA AUTHORIZATION OF USE OF COUNTER UAS TECHNOLOGY

• The FAA UAS Integration Office worked with UAS detection manufacturers 
to evaluate the detection and identification capabilities. 

• Also noted in the letter, the FAA reminded Federally Obligated Airport 
Sponsors that that the FAA has not authorized any UAS detection or counter 
measure assessments at any airports other than those participating in the 
FAA’s UAS detection program.

• May be violating their grant assurances. 



DETECTION VS COUNTER UAS MEASURES
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INTRO TO UAS DETECTION VS COUNTER UAS MEASURES

• Usually, counter drone technology is lumped all 
into one bucket, but it should be broken up into 
two categories: 
– detectors (UAS detection)
– mitigators (counter UAS measures)
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DETECTION TECHNOLOGY

• The key distinction between detection and mitigation 
technologies are that detection systems cannot really do 
anything to stop the drone. 

• Types of Detectors
– Radar
– Radio wave receivers
– Audio sensors to “hear”
– Optical sensors to see
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DETECTION TECHNOLOGY

• In the general commercial market for cUAS, 
these aren't really a problem legally. 
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TYPES OF "MITIGATORS"

• Jammers
• Spoofers (for GPS signals)
• Hackers
• Sonic 
• Destroyers

– Lasers
– Electromagnetic Pulse
– High Energy Microwave
– Irritated Property Owners with Shotguns

• Snaggers
• Attack Birds
• Random Stuff: Baseballs, Shotguns, Spears
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PROS AND CONS OF COUNTER UAS TECHNOLOGY

• Pro:
– UAS mitigation or countermeasures include the capability to disrupt, 

disable, destroy, take control of, and/or provide alternate flight 
instructions to a UAS. 

– The FAA put together a meticulous PDF on technical considerations for 
CUAS near airports.

• Con:
– There are several laws already in place which currently prohibit counter 

drone technology from being used or create liability when they are used.
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LEGAL ISSUES REGARDING CUAS TECHNOLOGY

• 47 U.S.C. § 301– Requires persons 
operating or using radio 
transmitters to be licensed or 
authorized under the Commission’s 
rules 

• So just to operate the jammer, it 
needs to be certified.

• 47 U.S.C. § 302a(b) – Prohibits the 
manufacture, importation, 
marketing, sale or operation of 
unlicensed jammers within the 
United States (Only exception is to 
the U.S. Government 302a(c)).

• This section also prohibits the 
testing R & D of drone jammers on 
your own property.

Communications Act of 1934
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LEGAL ISSUES REGARDING CUAS TECHNOLOGY

• 18 U.S.C. Section 1362 – prohibits 
willful or malicious interference to 
U.S. government communications; 
subjects the operator to possible 
fines, imprisonment, or both. 

• This could be used to apply to GPS 
jamming.

• 18 U.S.C. Section 32 – Destruction of 
aircraft or aircraft facilities: “(a) 
Whoever willfully— (1) sets fire to, 
damages, destroys, disables, or wrecks 
any aircraft in the special aircraft 
jurisdiction of the United States or any 
civil aircraft used, operated, or 
employed in interstate, overseas, or 
foreign air commerce;” . . . “shall be 
fined under this title or imprisoned not 
more than twenty years or both.” 

• This applies to the lasers, shotguns, etc. 

The US Criminal Code 
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LEGAL ISSUES REGARDING CUAS TECHNOLOGY

South Carolina Law: SC Code Ann. 
16-16-10, et seq.: Computer 
Crime Act

Directly or indirectly accessing or 
causing to be accessed a 
computer, computer system, or 
computer network for the 
purpose of:
i. devising or executing a 

scheme or artifice to 
defraud;

ii. obtaining money, property, 
or services by means of false 
or fraudulent pretenses, 
representations, promises; or

iii. committing any other crime.

South Carolina Law: SC Code Ann. 
55-3-130

Makes the pointing, aiming, or 
discharge of a laser device at an 
aircraft in flight or on the ground 
while occupied is unlawful. A 
person who willfully and 
maliciously discharges a laser at an 
aircraft, whether stopped, in 
motion or in flight, while occupied, 
is guilty of a misdemeanor 
punishable by imprisonment for 
not more than one year or by a 
fine of two thousand dollars, or 
both.



FAA GUIDANCE
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FAA LETTER TO AIRPORT SPONSORS

• The FAA sent a follow up letter on July 19, 2018 after doing 
some studies on counter drone measures conducted at some 
airports. 

• The FAA noted that there are a number of significant safety 
implications, practical issues and legal restrictions. 

• Specifically, the airport environment presented a number of 
unique challenges of the use of the technologies available. 
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FINDINGS BASED ON THE RESEARCH

• Airport environments had numerous sources of 
potential interference–more than anticipated.

• Certain aircraft operational states ( e.g., hovering) and 
the degree of light autonomy also limit detection.

• UAS detection systems should be developed so they 
do not adversely impact or interfere with safe airport 
operations, air traffic control and other air navigation 
services, or the safe and efficient operation of the 
NAS.
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FINDINGS BASED ON THE RESEARCH

• The primary factor in determining the feasibility of 
installing a permanent system at an airport is the 
number of sensors needed to achieve the desired 
airspace coverage. 

• Deploying assets in an environment owned by many 
entities could also make UAS detection systems a 
challenging solution to acquire and deploy.
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CONCLUSORY FINDINGS

• "The FAA does not endorse or advocate for the use of countermeasures in 
the airport environment given the likely resulting impact on the safety and 
efficiency of the NAS."

• Any entity pursuing evaluation or deployment of UAS detection or cUAS 
measures should coordinate with the FAA to assess and mitigate any 
potential impacts the technology may have on the NAS. 
– Includes the coordination with several offices within the FAA's Air Traffic Organization 

(ATO) (e.g. Technical Operations, Air Traffic Services, System Operations Security, Spectrum 
Office, Airspace Policy), and other offices such as the Office of Security and Hazardous 
Materials Safety (ASH) and the Office of Airports (ARP). 

– Also coordinate with the FCC or NTIA if use transmitting radio signals. 

• The FAA is not empowered to authorize the assessment or deployment of 
certain detection capabilities or any countermeasure capabilities at airports. 
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FAA RECOMMENDATIONS

• The FAA expects other actions, such as the implementation of 
Remote UAS identification requirements to be more effective 
and cost efficient to address the concerns. 

• Also in the letter, the FAA announced it's rollout of the Low 
Altitude Authorization and Notification Capability (LAANC).



FUTURE REGULATIONS
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REFRESHER ON LAANC

LAANC is the Low Altitude Authorization and Notification 
Capability, a collaboration between FAA and Industry. It directly 
supports UAS integration into the airspace.

LAANC provides:
– Drone pilots with access to controlled airspace at or below 400 feet.
– Awareness of where pilots can and cannot fly.
– Air Traffic Professionals with visibility into where and when drones are 

operating.
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UNMANNED TRAFFIC MANAGEMENT

• FAA and NASA are jointly tasked with developing an 
implementation plan for UTM services

• Safety benefits for UTM
• What UAS should be covered?
• Privacy issues
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REMOTE IDENTIFICATION

• In 2016, Congress required FAA to convene stakeholders to 
develop a consensus standard for remote ID

• An Aviation Rulemaking Committee was made for UAS 
Identification and tracking
– ARC issued recommendations in September 2017

• Different views on whether compliance should focus on 
operators or manufacturers

• How should the system interact with ATC
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NEW PROPOSED REMOTE ID REGULATION

• The FAA has published a NPRM for the remote identification (Remote ID) of 
Unmanned Aircraft Systems (UAS) on December 27, 2019. (316 Pages)
– The NRPM, which proposes to tie RID requirements to the registration of UAS 

and require compliance with design and production requirements to all UAS sold 
in the United States

– The NRPM breaks down the majority of UAS into Standard RID UAS and Limited 
RID UAS.
• Standard RID UAS would be able to broadcast message elements (required 

“squawks”) direct and via internet through UAS Service Suppliers (USS) from takeoff 
to landing

• Limited RID UAS would be designed to restrict use no more than 400 feet from a 
control station, capable of transmitting RID message elements via the internet to a 
USS without a broadcast function. 

https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems
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